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It’s a complicated world for C-Suite Executives. Today’s 
executives face a business environment that is increasingly 
more complicated to read and adapt. Key challenges include 
navigating the right strategy for growth, acquiring the best 

talent, and harnessing the power of big data and digitization paint 
a competitive landscape. 

As Executives observe the global business environment, one 
concern continues to grow in magnitude among all others. 61% of 
CEO’s interviewed in the PWC 2016 CEO Survey mentioned that 
Cyber Threats are at or near the top of business concerns. 

We asked Phil Ferraro, distinguished CISO in the public and 
private sector, to share some of the insights from his forthcoming 
book, CyberSecurity: Everything an Executive Needs to Know 
with our clients. Phil reinforces the concerns of the Survey; Cyber 
Threats are a risk to business and IT. 

The first thing to understand, this is happening now, cybercrime 
is perpetrated on large and small companies. Nortel Networks, a 
former Fortune 500 manufacturer of telephone equipment, was 
forced into bankruptcy due to a breach of the company’s most 
sensitive data. For five years, corporate secrets and intellectual 
property were sent undetected to an IP address in China. This type 
of breach, Advanced Persistent Threat (APT), is becoming more 
prevalent due to state-sponsored hacking or cyber-terrorism.

Nortel’s technology was duplicated, commercialized and 
subsequently positioned against them in their markets. In January 
2000, Nortel’s stock hit a high of $124, and dropped to $0.39 by 
2009 when they sought bankruptcy protection wiping out careers 
and retirement accounts. 

Nortel is one example of why Cyber Security is a risk to 
shareholders, operations, and IT. The CISO’s advice was ignored 
and the company was wiped out. A few more interesting facts:
  •  229 - Average number of days a hacker is inside a network   
before detection. Down from 243 days in 2012, but that number 
astonishes me. 
  •  52% of attacks initiated by hackers, or hacktivists. 
  •  40% of attacks come from malware. 

The threat landscape has changed dramatically. Executives worry 
about how a predator can blackmail, greenmail, or steal vital 
information like health records (Anthem), credit card information 
(Home Depot and Target), or the crown jewels as in the case of 
Nortel. This can happen while you are sitting at your desk or 
working on your mobile device.

A cyber security breach can put an organization out of business, or 
at the very least cost it tens, if not hundreds, of millions of dollars. 
Moreover, that may pale in comparison to the significant damage to 
valuation, brand, litigation and reputation. The Board of Directors 
and the Executive Leaders of the organization are responsible for 
the success of the business. As such, they should anticipate and 
be prepared for any future event that could significantly impact 
the organization. One of those events is a cyber-security breach. 
The Board of Directors and C-Suite Executives face an enormous 
challenge and need a plan in place to prevent these catastrophes 
and know how to respond if they occur. Look at our Feature Article 
on Cyber Security in this newsletter for some specific steps to 
consider.

The goal of Phil’s book is to help you gain an in-depth 
understanding of each of these significant areas while learning 
what steps you, as a leader, can take to prepare properly your 
organization to face today’s constantly evolving threat landscape.

If you are interested in a FREE copy of Phil’s book, please let me 
know.  We have pre-ordered 50 copies (offered on a first come, first 
served basis).  Contact Kent Lamb at 972.377.3525 or email me 
at kent@titanconsulting.net. You can also contact your Titan Sales 
Director as well. 

- Kent Lamb
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panic.  Silence!  His heart skips a beat.  They had stolen 
everything.  Like ghosts, the perpetrators had been lurking 
in the shadows, undetected by the best security team 
around.  “How long had they been there, watching my every 
move?” he thought as the sweat dripped from his chin.  “How 
could this have happened?”  It was too late, and now he had 
to tell his boss.

Like the victim in our story, an increasing number of 
executives and managers are faced with the reality of 
security breaches of their crown jewels.   

According to Phil Ferraro, author, speaker and nationally 
recognized Chief Information Security Officer (CISO), 
these ghosts or cyber attackers are “targeting companies 
both large and small across all industries.”    

The financial repercussions of a breach can wipe out a company. 
Some recent highly publicized losses due to cyber-attacks:
 

•  Nortel Networks:  forced into bankruptcy, stock fell from $124 
to $0.39
•  Home Depot: $250m direct costs after malware compromised   
credit card information. 
•  Anthem: over 80,000,000 names, birth dates, addresses, etc., 
exceeding $100m loss.
•  eBay:  15% reduction of users, reduced revenue by more than 
$200m.
See the World’s Biggest Data Breaches. A very cool visualization of 
how breaches occur: CLICK HERE.

In Phil’s forthcoming book, Cyber Security: What Every Executive 
Needs to Know, he shares his many years of experience on how 
to prepare and respond to cyber-attacks. He provides simple, yet 
insightful steps to develop a strategy, assess the threats and risks, 
protect the business and what to do when the damage has been 
done. 

The first step in preventing cyber breaches requires an enterprise 
approach, business and IT, working together. Addressing the 
majority of cyber-attacks does not take an army of consultants 
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“Tap-Tap-Tap…” This is the 
sound millions of people 
are making at this very 
moment on their iPads. 
Whether surfing the web 
or updating our social 
media status, tablets are 
simply another way many 
people engage in their daily 
lives. However, to a child 
challenged with

autism, an iPad can offer a breakthrough to a more normal life.  When 
Chris Benson, a member of Titan’s team, and his wife, Meredith, saw 
their son was having some learning difficulties, they had him tested. 
After receiving the news that he was autistic, they experienced shock 
and disbelief.  But like any parent, they were determined to provide the 
best nurturing environment for their son.

Their son was 2 years old and his speech was delayed at a 1 year old 
level.  He was very silent, almost locked in his own private world. 
Chris, the ultimate techie, researched feverishly for tools, methods and 
environments that would help his son. He came across the idea of using 
an iPad and downloaded apps and games for him to use. 

What happened next would take Chris and his wife by surprise. With 
the help of the iPad, various speech apps, and a therapist, within one 

calendar year he had advanced to a 3.5 year old level and was saying 
sentences and regularly communicating with his parents and friends.  
Tablets are extremely interactive and fun in guiding autistic children 
safely through learning and social cues. This animated interaction 
helps them understand the social and learning cues and apply them in 
everyday life. 

Chris and his wife wanted every parent to have the same opportunity to 
enhance their child’s life especially those that might not have resources 
for the technology needed.  The Bensons founded iPads4Autism. The 
501(c)3 non-profit organization seeks to connect autistic children and 
adults with life enhancing technology to improve cognitive learning, 
social and emotional development and communication skills. 

To learn more about Chris’s organization visit www.iPads4autism.net. 
iPads4Autism also accepts used iPads and android tablets that are often 
being replaced as companies upgrade to newer models.  

For more information, contact Chris at chris@titansoftware.mobi or 
if you would like to donate directly visit the following site and select 
‘Ipads4Autism’ under the fund name:
https://app.etapestry.com/hosted/EasterSealsGreaterHouston/
OnlineGiving.html

All financial donations go directly to the 
purchase or refurbishment of iPads or 
similar devices for distribution to children 
or adults with autism.  

Produced by QMN Services

Frantically searching through his 
belongings, he realizes, he had 
been compromised.  The blood 
drains from his face as he looks 
around the room in a state of 
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With SAP’s emphasis on HANA and the value of HANA and 
S/4 HANA as a disruptive platform, it makes sense to put this 
project on your IT Roadmap. If you currently have ECC, the 
first question is deciding which of the two upgrade paths you 
should take:
  •  SAP Business Suite (ECC, CRM, BI, etc.) on HANA 
     (SOH), or
  •  Activate S/4 HANA

We will focus on Activate S/4 HANA, the adoption framework 
leveraging best practices, methodology and prescribed 
steps to help you plan and implement your migration.  We 
are assuming that you understand the value, benefits, and 
transformation that occurs when S/4 HANA is your ERP 
backbone. If you are unclear of the benefits, our Advisory 
Services team can assist with your business case and provide 
insight for standing up your S/4 HANA platform. Next month, 
we will address the SAP on HANA (SOH) migration. 

One of our clients running ECC 6, EHP 5 paved their S/4 
HANA Migration Roadmap. We think it is helpful to share the 
3 step process to get to S/4 HANA and to estimate the project 
scope, duration, and effort.
  1.  Migrate Current State to S/4 Compatible Version. 
  2.  Upgrade to HANA DB.
  3.  Deploy S/4 HANA Code.  
  
Our Advisory Services team assisted this customer with 
assessing the current level of each application and then to 
confirm the appropriate support pack and enhancement pack 
required for each of the applications i.e. ECC, CRM, BI and 
other applications. For customers that have kept current with 
support packs and EHP’s, this effort is minimal. 

Upgrading to the HANA DB and deploying the S/4 Code 
is addressed as either a one-step or two-step process. SAP 
provides Rapid Deployment Solution (RDS) tools that 
accelerate the upgrade steps. Many factors influence whether 
the DB and S/4 Code steps are consolidated. A significant 
driver for using the  one-step or two-step process is the 
database size and the window available to convert the legacy 
database to HANA.

Other considerations that affected the estimated Timeline and 
Effort are:
•  Data Archiving – DB size is a key factor determining the 
migration window. 
•  Platform – Cloud or On-premise Edition.

•  Best Practices Options – Analytics, Industry, Line of 
Business and User Experience (UX).

There are still many misconceptions about migrating to S/4 
HANA. Some of the more frequently asked questions are:
•  Our industry functionality is not yet in S/4!  S/4 HANA 
on-premise edition addresses similar coverage regarding 
functionality, configuration, industries, and languages as the 
current SAP Business Suite. 
•  We need more than just Simple Finance! Simple Finance is 
the first step in the SAP’s simplification of the data structure 
for Finance and Controlling. In the November 2015 release, 
Release 1511, specified FICO modules had a 90% reduction in 
the data footprint resulting from no indexes, no aggregations, 
and no data redundancy. The specific modules and processes 
affected are included in the Release Notes on Service 
Marketplace. Following SAP’s announced delivery schedule, 
releases will occur in March (1603), May (1605) and November 
(1611) of 2016. 
•  Custom Objects are not Migrated! The RDS tools migrate 
all custom objects to S/4 HANA. However, it is generally 
advised to evaluate the RICEFW list to see if some should be 
re-engineered or removed altogether. We anticipate that up to 
50% of the custom objects developed during earlier projects 
are candidates for simplification reducing your Total Cost of 
Ownership (TCO). 

These are just a few of the FAQ’s that we have heard from our 
customers. If you have additional questions about migrating to 
S/4 HANA, contact your Titan Sales Director. 

For an executive summary of the S/4 HANA Migration path, or 
to better understand the benefits of SAP S/4 HANA, contact 
Warren Norris, warren@titanconsulting.net or call me at 
972.679.5183.  

IT
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CRITICAL STEPS FOR PLANNING 

YOUR S/4 HANA MIGRATION

Produced by QMN Services

http://www.titanconsulting.net
mailto:warren%40titanconsulting.net?subject=
http://qmnservices.com/


or IT specialists unless you wait until after it is too late. Most 
breaches could be avoided by prioritizing cyber-security, enhancing 
procedures, educating users, and instilling a vigilant culture. For 
example, approximately 90% of breaches occur as a result of gaps in 
user access and controls. 
 
Hackers are patient, diligent and motivated.  They gain access 
in very creative ways, a worm attached to an email from a 
trusted business partner or access when an employee uses 
a mobile device on a public network at the coffee shop or 
airport.  Their intent varies from the curious to the malicious 
and destructive. 

Once inside, they hang out for days, weeks and months, 
slowly building access to systems, applications and data. 
In the 2014 Verizon Cyber Data survey, the average hacker 
was inside a company for 229 days before detected, down 
from 243 in 2012. Most companies are reluctant to provide 
accurate information on this issue due to repercussions, so 
the actual number is probably higher. 

In 2014, the Las Vegas Sands Casino in Bethlehem, PA was 
attacked by a cyber terrorist. The motive was political and the 
intent was malicious. Fortunately for the Sands the attack was 
thwarted in about 4 days, but the damage was done. 

The break-in occurred when the state sponsored terrorists 
from Iran hacked through a mis-configured web server. Then 
they used password hacking tools to break passwords for 
administrative users. Once the users were compromised, they 
escalated their privileges and commenced their sabotage.  

Fortunately no gaming systems were touched. It took about 
6 months to completely mitigate, cleanse, repair and protect

the systems and networks at a cost of between $40 - $50 
million dollars. And it all could have been avoided. Had the 
company’s leadership invested in a comprehensive cyber 
security program just a year earlier, the people, processes 
and technologies would have been in place to have 
prevented this breach. The key takeaway for you is that you 
must act immediately. Do not wait.

Procedures around user access and controls could have 
limited the damage at the Sands and many of the other 
companies compromised in past years. Performing a 
review of enterprise user access is a good place to start. 
Administrative users, the roles that perform a lot of a 
company’s maintenance and routine tasks are a favorite 
target of hackers. In the SAP GRC application, reviewing 
these ids is a good first step in the audit. 

Most breaches occur as a result of ‘low difficulty to breach’ 
in processes and procedures. They can be prevented 
before they happen by following Best Practices, switching 
authentication schemes or bolstering security controls. In 
Phil’s book, he shares what is essential to put together a 
strategy, execute it, socialize it and what to do if something 
does happen. He adds his experience and insight as to how 
common problems, human error and faulty processes, are 
addressed and avoided.  

If you are interested in an analysis of your user access and 
controls by our GRC and Security Advisory Services, let 
us know.  Get a FREE copy of Phil’s book!  We have pre-
ordered 50 copies (offered on a first come, first served 
basis).  Contact Kent Lamb at 972.377.3525 or email me at 
kent@titanconsulting.net. You can also contact your Titan 
Sales Director as well. 
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MARCH EVENTS2016
Financials & GRC 2016
Booth #1025
March 15-18, 2016
MGM Grand Conference Center
Las Vegas, Nevada

Logistics & SCM 2016
PLM 2016
Manufacturing 2016
Procurement 2016
CRM 2016
Booth #500
March 21-23, 2016 
Mandalay Bay Convention Resort
Las Vegas, Nevada

Sapphire Now and ASUG 
Annual Conference 
May 17-19, 2016 
Orange County Convention Center
Orlando, Florida

ASUG Houston Chapter 
Meeting
March 29, 2016
Norris Conference Centers:
Houston/CityCentre
Houston, Texas

ASUG Dallas/Fort Worth 
Chapter Meeting  
April 15, 2016 
Irving Convention Center
Irving, Texas
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